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"People are not just saving time," says Marty Beard, senior vice president of corporate
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Companies should first do a needs assessment
to determine if they need a wireless network or if they are just interested in buying into the latest
state-of-the art technology, says Jim Bradfield, chief executive officer for NAS Wireless
in Dublin, a company that provides nationwide wireless network integration solutions. Costs,
management, security and access protocols are among the factors to consider.

With the increase in usage of wireless networking comes a parallel increase in security risks if ENTREPRENEURIAL TOOLS   provided by MasterCard®companies don't properly manage their systems and employees. Companies commonly have open
MasterCard BusinessCard® for Smallaccess points in their wireless systems that should be identified and closed
Business
See what it can do for your business"A lot of people just want the wireless function to work. But if it works and it is open to the public,

most people don't realize it or worry about security," says Peter Eichelberger, an Oakland-based MasterCard® Small Business Resources
computer consultant. Learn about card programs for your business
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In a Class A office building, Eichelberger says, he can see up to 12 networks from any given point Resource Center
and can easily access half of them because there are no security measures. The Plan: Business Workbook

"People are usually just poaching bandwidth," Eichelberger says. "But what concerns me is that
they have access to the network."
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The biggest wireless security risk comes from employees who provide their own wireless solutions Find local business services by clicking on a category
or circumvent company security measures, knowingly or not. Don't assume hackers target only Tuxedos Sales / Rental
large networks such as Microsoft or Yahoo, Bradfield says, because corporate espionage is not Roofing
the only issue. Many hackers are looking for information for identity theft. Carpet Installation
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When work computers are exposed to home networks lacking any security, they are open to Data Protection - Continuous
information theft, identity theft, and viruses. Public wireless hot spots - such as those at coffee

Sarbanes Oxley Complianceshops, libraries and airports - also pose the same risks. If you have to use a public network that is
More Services:open, try to limit your activities to Web surfing, says Bradfield, because even e-mail programs

are easily accessed by snoopers.

Eichelberger suggests making sure to regularly check employee computer security settings that
may have been altered knowingly or not. Installing new programs or opening printer and file
sharing options, for example, can change the security settings on a computer or disable anti-virus
software.

"It doesn't matter if it is a single user or a company with 1,000 employees, security should be No. 1
for everybody," Bradfield says. "Even pay attention to who is looking over your shoulder at the
coffee shop. Many people are so focused on what is on the screen that they don't realize that
someone is standing behind them writing down their credit card number."

Ellis is a contributor to the Business Times.
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