BluevsRed-bootcamp VM Setup Guide

VM User ID: ignitecyber Password: password

1. Creating the Virtual Machine on VirtualBox

1. Unzip the vdi.zip files.

2. In VirtualBox, select Machine > New
@ VirtualBox File | Machine Network Window

3. Depending on the VM, select the following:

Help

Analyst VM Red VM
Name Analyst VM Red VM
Type Linux Linux
Subtype Ubuntu Debian
Version Ubuntu (64-bit) Debian (64-bit)
[ N Create Virtual Machine
/ .~ Name and Operating System
I‘!\.\/' Name: Analyst-VM ¢
i : -_',f Folder: || [~)
W
= I1SO Image: <not selected> v
Type: | Linux
Subtype: | Ubuntu

" Version: ~ Ubuntu (64-bit)
’ > Unattended Install
> Hardware

> Hard Disk

Cancal

4. Depending on the VM, select the following Hardware values:




Analyst VM Red VM

Processor (Minimum - Recommended)

6CPU - 8CPU 2CPU - 4CPU

RAM (Minimum - Recommended)

24576 MB — 32768

4096 MB - 8192
MB MB

[ ] [ ] Create Virtual Machine

> Name and Operating System
' Unattended Install
. Hardware
Base Memory:
4 MB
Processors:

1CPU
Enable EFI (special OSes only)

""U > Hard Disk

Help

16384 MB'J
16384 MB
6C
8 CPUs

For Hard Disk, select “Use an existing Hard Disk File” and browse to the unzipping
location for the DEFCON-ANALYST.vdi or RED_VM.vdi.

L ICN J Create Virtual Machine

> Name and Operating System
~ Unattended Install
> Hardware

. Hard Disk

Create a Virtual Hard Disk Now

Ha

4 Hard Disk File Type and Variant
i
= =
© Use an Existing Virtual Hard Disk File
DEFCON-ANALYST.vdi (Normal, 150.00 GB)
Do Not Add a Virtual Hard Disk
Help

6. Click Finish.




7. Repeat for the other VM.

2. Creating the Subnet

1. From the VirtualBox File menu, select Tools > Network Manager

@& VirtualBox | File Machine Window Help

Import Appliance... & |

Export Appliance...  #E

Extension Pack Manager
Virtual Media Manager 8D
v Network Manager
Cloud Profile Manager ®P
VM Activity Overview

2. Go to NAT Networks and click on Create. Add the following values:
Name: BootcampNetwork
IPv4 Prefix: 172.18.50.0/24
*Ensure the Enable DHCP option is unchecked.

< Runnina jo—

XX Oracle VirtualBox Manager
EEE Tools /'f/ éE E @ @
Create : Remove Properties
Analyst-vm Host-only Networks .ﬂﬁlﬂﬁm@ Cloud Networks
¥ Running Name ~ [1Pv4 Prefix IPV6 Prefix DHCP Server
NatNetwork 10.0.2.0/24 Enabled

General Options Port Forwarding

Name: BootcampNetwork

IPv4 Prefix: |172.18.50.0/24| ]
Enable DHCP
Enable IPv6
IPv6 Prefix:

Advertise Default IPv6 Route

Reset Apply

3. Click Apply.



3. Connecting the VMs to the subnet

1. In the VM settings, select Network.

I [ ] [ ] Oracle VirtualBox Manager
N i
é[lﬁ Tools {:} E : 23 '% .
New Add : Settings Show
Remote Desktop Server: Disabled
64} - —
f ga"_:x:;l:;“ é: I?fecording: Disabled
| &) storage

Controller: IDE
IDE Secondary Device 0: [Optical Drive] Empty
Controller: SATA
SATA Port 0: DEFCON-ANALYST.vdi (Normal, 150.00 GB)

@b Audio

Host Driver: Default
Controller:  ICH AC97

& Network
Adapter 1: Intel PRO/1000 MT Desktop (NAT)
(7 USB

USB Controller: OHCI, EHCI
Device Filters: 0 (0 active)

"] Shared folders
None
& Description

None

2. Select the following
Attached to: NAT Network
Name: BootcampNetwork

[ ] [ ] Analyst-vm - Settings
Basic Expert o

L—!_] General Network

[ Adapter 1|
E— Adapter 1
@ Display

Attached to: ~ NAT Network
(-] storage
Name: BootcampNetwork a
(4)! Audio
&' Network
E-j Promiscuous Mode: ~ Deny
@ Serial Ports
& usB 2 Cable Connected

\j Shared Folders

Serial Ports
\f| User Interface

@ cancel (D

3. Click OK.
4. Repeat for the other VM.
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. VM start-up

Click on the VM-Update shortcut on the Desktop, and enter the VM password if
prompted, to update the VM content and run the setup.

o @
Home STARTHER}.

BLUE VS RED

Red Workstation

WMUpdatle| o ntrolled adversary simulation - Evidence generation

OPERATIONAL SCOPE

ounded actions, observable events, and recoverable traces.

update_scri...

Serve lures, trigger callbacks, and seed evidence without unrestricted impact.

Build: unk

e first - Human review requ red - Local-only ope

Repeat for the other VM

. Test Connectivity

Ensure both VMs are running.
Ensure that both VMs have the right IP address by running

ipa
Analyst-VM Red-VM
Interface enp0s3 eth0
Inet 172.18.50.20/24 172.18.50.30/24

S 1ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback ©0:00:00:00:00:00 brd ©0:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Llft forever preferred_Lft forever
ineté ::1/128 scope host
valid 1ft forever preferred lft forever

2np@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default gqlen 1060
link/ether 08:00:27:8c:37:ee brd ff:ff:ff:ff:ff:ff
1 20/24 b-d 172.18.50.255 scope global noprefixroute enp8s3
preferred Lft forever

a00:27ff:fe8c:37ee/64 scope link
valid_lft forever preferred_Lft forever




te UNKNOWN group default glen 1000

From Analyst-VM run:
ping -c 3 172.18.50.30

:-S ping -c 3 172.18.50.30
PING 172.18.560.30 (172.18.50.30) 56(84) bytes of data.
64 bytes from 172.18.50.30: icmp_seqg=1 ttl=64 time=1.58 ms
64 bytes from 172.18.50.30: icmp_seq=2 ttl=64 time=1.58 ms
64 bytes from 172.18.50.30: icmp seg=3 ttl=64 time=0.756 ms

--- 172.18.50.30 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2025ms
rtt min/avg/max/mdev = 0.756/1.305/1.581/0.388 ms
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From Red-VM run:
ping -c 3 172.18.50.20
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20) 56(84) bytes of data.
icmp_seqg=1 ttl=64 time=1.14
. icmp_seqg=2 ttl=64 time=1.66
20: icmp_seq=3 time=1.11
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PING 172
64 bytes
64 bytes from
64 bytes from

o

8.58

172.18.50.20 ping statistics —
packets transmitted, 3 received,
rtt min/avg/max/mdev = 1.113/1.303
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