BluevsRed-bootcamp VM Setup Guide

VM User ID: ignitecyber Password: password

1. Creating the Virtual Machine on VirtualBox
1. Unzip the vdi.zip files.
Optionally: For Mac, open the file with Keka to make the process faster.

2. In VirtualBox, select Machine > New
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4. Depending on the VM, select the following:

Analyst VM Red VM
Name Analyst VM Red VM
Type Linux Linux
Subtype Ubuntu Debian
Version Ubuntu (64-bit) Debian (64-bit)



https://apps.apple.com/us/app/keka/id470158793?mt=12

= Mew Virtual Machine

“ Virtual machine name and operating system
VM Mame  Analyst-VM
VM Folder M C:\Users\Casra\VirtualBox VMs

O lmage  <not selected>

05 Linux
OS5 Distribution  Ubuntu

05 Version Ubuntu (64-bit)

» Set up unattended guest OS installation
> Specify virtual hardware

> Specify virtual hard disk 4

| Finish | Cancel

5. Depending on the VM, select the following Hardware values:

Analyst VM Red VM
Processor (Minimum - Recommended) 6CPU - 8CPU 2CPU - 4CPU
RAM (Minimum - Recommended) 24576 MB — 32768 4096 MB - 8192
MB MB
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» Specify virtual hard disk

Cancel

For Hard Disk, select “Use an existing Hard Disk File” and browse to the unzipping
location for the DEFCON_ANALYST.vdi or RED_VM.vdi.
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7. Click Finish.

8. Repeat for the other VM.

2. Creating the Subnet

1. From the VirtualBox File menu, select Tools > Network Manager
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2. Go to NAT Networks and click on Create. Add the following values:
Name: BootcampNetwork
IPv4 Prefix: 172.18.50.0/24
*Ensure the Enable DHCP option is unchecked.
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3. Click Apply.

3. Connecting the VMs to the subnet

1. In the VM settings, select Network.
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2. Select the following
Attached to: NAT Network
Name: BootcampNetwork
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Click OK.

Repeat for the other VM.

. Test Connectivity

Ensure both VMs are running.

Ensure that both VMs have the right IP address by running
ipa

Analyst-VM Red-VM

Interface enp0s3 eth0

Inet 172.18.50.20/24 172.18.50.30/24




tSipa
1: lo: <LOOPBACK,UP,LOWER_U mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1008

eferred_1ft forever
t
eferred_1ft forever

55
va ever praferred_lft for
inet6 fe80::a0@:27ff:fe8c:37ee/64 scope link
/ d_1ft forever preferred_1ft forever

te UNKNOWN group default qlen 1000
scope host lo

preferred_1ft forever

1500 qdisc fq_codel state UP group default qlen 1000
ffff:ff
pe global ethe

nk proto kernel 11

3. From Analyst-VM run:
ping -¢ 3 172.18.50.30

:-S ping -c 3 172.18.560.30
PING 172.18.50.30 (172.18.50.30) 56(84) bytes of data.
64 bytes from 172.18.50.30: icmp seq=1 ttl=64 time=1.58 ms
64 bytes from 172.18.50.30: icmp seg=2 ttl=64 time=1.58 ms
64 bytes from 172.18.50.30: icmp seq=3 ttl=64 time=0.756 ms

--- 172.18.50.30 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2025ms
rtt min/avg/max/mdev = 0.756/1.305/1.581/0.388 ms

HE

4. From Red-VM run:
ping -¢ 3 172.18.50.20

time=1.14
time=1.66

time=1.11

5. Test both VMs' connectivity to the internet and the DNS:
ping -c 3 8.8.8.8



S ping -c 3 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from B8.8.8.8: icmp_seg=1 ttl=117 time=13.4 ms
64 bytes from 8.8.8.8: lcmp_seq=2 ttl=117 time=13.1 ms
64 bytes from 8.8.8.8: icmp_seqg=3 ttl=117 time=13.9 ms

--- 8.8.8.8 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2083ms
rtt minfavg/max/mdev = 13.081/13.485/13.937/0.351 ms

ping -¢ 3 google.com
:$ ping -c 3 google.com
PING google.com (173.194.193.100) 56(84) bytes of data.
64 bytes from iu-in-f100.1e100.net (173.194.193.100): icmp_seq=1 ttl=107 time=24.7 ms
64 bytes from iu-in-7100.1e100.net (173.194.193.100): icmp_se
64 bytes from iu-in-f100.1e100.net (173.194.193.100): icmp_seq=3 ttl=107 time=22.2 ms

--- google.com ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 22.218/23.832/24.689/1.142 ms




5. VM Update

1.

Baseline

On the Analyst_VM, click on Start_Containers and wait for it to com
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[+] up 14/14
Network bluevsred-analyst

Container
Container
Container
Container
Container
Container
Container
Container
Container
Container
Container
Container
Container

Terminal

containers

bvr-jupyter
bvr-opensearch
bvr-postgres

bvr-redis

bvr-ollama

bvr-qdrant
bvr-hedgedoc-postgres
bluevsred-analyst-ollama-model-1
bvr-dashboards
bvr-hedgedoc
bvr-langfuse
bvr-secassist
bvr-hedgedoc-seed-report

Analyst VM setup complete.
Press enter to close...

plete the run.
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2. Click on the VM-Update shortcut on the Desktop, and enter the VM password if
prompted, to update the VM content and run the setup.
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Terminal

Pulling latest changes on main
Already up to date.
Update steps:
fetched latest git changes
- using Docker Compose to recreate changed services
Using compose file: /home/ignitecyber/BluevsRed-bootcamp/deployment/local-vms/an
alyst-vm/compose/compose.yaml
SecAssist unchanged; skipping rebuild.
[+] up 13/13
Container bvr-opensearch
Container bvr-jupyter
Container bvr-hedgedoc-postgres
Container bvr-postgres
Container bvr-redis
Container bvr-hedgedoc
Container bvr-qdrant
Container bvr-dashboards
Container bvr-ollama
Container bvr-langfuse
Container bvr-secassist
Container bluevsred-analyst-ollama-model-1
Container bvr-hedgedoc-seed-report
Update complete. Analyst VM stack has been recreated where needed.
Press enter to close...




3. Repeat for the Red-VM.
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6. Lab Setup
1. Run Lab_Setup on Desktop.
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Select the notebook for the required lab.

" Terminal

Available labs:
phase-0-baseline (dayl_phase®_baseline_lab.ipynb)
phase-1-initial-access (day2_phasel_initial_access_lab.ipynb)
phase-2-execution-foothold (day2_phase2_execution_foothold_lab.ipynb)
phase-3-persistence-privilege (day2_phase3_persistence_privilege_lab.ipynb)
phase-4-lateral-movement (day3_phase4_lateral_movement_lab.ipynb)
phase-5-collection-exfiltration (day3_phase5_collection_exfiltration_lab.ip

phase-6-ghost-in-the-assistant (day4_phase6_ghost_in_the_assistant_lab.ipyn

. phase-7-impact-recovery (day4_phase7_impact_recovery_lab.ipynb)
8. all (all)
Select a lab number: 1
otebook copied: /home/ignitecyber/Desktop/BlueVsRed-Labs/workspace/day2_phasel_
initial_access_lab.ipynb
Prepared lab workspace at /home/ignitecyber/Desktop/BlueVsRed-Labs/workspace
xports will be written to: /home/ignitecyber/Desktop/BlueVsRed-Labs/exports
nvironment file written: /home/ignitecyber/Desktop/BlueVsRed-Labs/workspace/.en
(BVR_REPO_ROOT, EVIDENCE_EXPORT_DIR, PYTHONPATH)
oad it into the Jupyter environment before opening the notebook, e.g. “set -a &
source "/home/ignitecyber/Desktop/BlueVsRed-Labs/workspace/.env" && set +a .
Press enter to close...i

Start Firefox and navigate to JupyterLab from the homepage link.
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4. Select the notebook to load.

B = dayl_phase0_...-Jupyte X  + ~ - 8 x
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Bootcamp: Blue vs Red Al Bootcamp
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» hase: Phase @ - Baseline
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ine-first, local CSV evidence, standard Python libraries only
tion workbook keeps the first student experience focused on guided investigation. It reads local CSV
uides students through two evidence-derived submissions, exports a structured evidence packet, and
'Al-assisted analysis with human verification.
Intelligence Brief
Organization: Northbridge Logistics, a regional logistics company that operates customer portals, shipment and
payment reconciliation workFlows, employee workstations, and internal analytics services.
Business-critical assets:
« Customer portal and authentication services Would you like to get notified about official x
« Shipment, payment reconciliation, and operations data Jupyter news?
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