
BluevsRed-bootcamp VM Setup Guide 
VM User ID: ignitecyber  Password: password 

1. Creating the Virtual Machine on VirtualBox  
1. Unzip the vdi.zip files.  

Optionally: For Mac, open the file with Keka to make the process faster. 

 

2. In VirtualBox, select Machine > New 

3.  
 

4. Depending on the VM, select the following: 

 Analyst VM Red VM 

Name Analyst VM Red VM 

Type Linux Linux 

Subtype Ubuntu Debian 

Version Ubuntu (64-bit) Debian (64-bit) 

https://apps.apple.com/us/app/keka/id470158793?mt=12


 

5. Depending on the VM, select the following Hardware values: 

 Analyst VM Red VM 

Processor (Minimum - Recommended) 6CPU - 8CPU 2CPU - 4CPU 

RAM (Minimum - Recommended) 24576 MB – 32768 
MB 

4096 MB – 8192 
MB 



 

6. For Hard Disk, select “Use an existing Hard Disk File” and browse to the unzipping 

location for the DEFCON_ANALYST.vdi or RED_VM.vdi. 

 



7. Click Finish. 

 

8. Repeat for the other VM. 

 

2. Creating the Subnet 
1. From the VirtualBox File menu, select Tools > Network Manager 

 

2. Go to NAT Networks and click on Create. Add the following values: 

 Name: BootcampNetwork 

 IPv4 Prefix: 172.18.50.0/24 

*Ensure the Enable DHCP option is unchecked. 

 



 

3. Click Apply. 

 

 

3. Connecting the VMs to the subnet 
1. In the VM settings, select Network. 

 



 
 

2. Select the following  

Attached to: NAT Network 

Name: BootcampNetwork 



 
 

3. Click OK. 

 

4. Repeat for the other VM. 

 

 

 

4. Test Connectivity 

 

1. Ensure both VMs are running. 

 

2. Ensure that both VMs have the right IP address by running 

ip a 

 

 Analyst-VM Red-VM 

Interface enp0s3 eth0 

Inet 172.18.50.20/24 172.18.50.30/24 



 

 

 
 

3. From Analyst-VM run: 

ping -c 3 172.18.50.30 

 
 

4. From Red-VM run: 

ping -c 3 172.18.50.20 

 
 

5. Test both VMs' connectivity to the internet and the DNS: 

ping -c 3 8.8.8.8 

 

 



 
 

ping -c 3 google.com 

 
 

 

 



5. VM Update 
1. On the Analyst_VM, click on Start_Containers and wait for it to complete the run.

 
 

 

 



2. Click on the VM-Update shortcut on the Desktop, and enter the VM password if 

prompted, to update the VM content and run the setup. 

 

 



3. Repeat for the Red-VM. 

 
 

6. Lab Setup 
1. Run Lab_Setup on Desktop. 

 
 

 

 



2. Select the notebook for the required lab. 

 
 

3. Start Firefox and navigate to JupyterLab from the homepage link. 

 
 

 

 

 

 

 

 

 

 

 



4. Select the notebook to load. 
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