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Block 1: Governance, Leadership, and Strategy

Foundations of the Al Management System (AIMS).

AIMS (Al Management System)

A framework of interrelated elements to establish
policies, objectives, and processes to develop or use Al
responsibly.

Statement of Applicability (SoA)

A mandatory document listing selected Annex A
controls and providing technical or business justification
for their inclusion or exclusion.

Top Management

A person or group that leads the AIMS, ensures resource
availability, and approves the Al policy.

Al Policy

A documented statement establishing the strategic
direction and top management's commitment to
responsible Al use.

Intended Use

The documented, specific, and approved purpose for
which the Al system was designed and deployed.

HLS (High-Level Structure)

A common ISO framework that facilitates AIMS
integration with other standards like I1SO 27001 (Security)
or ISO 9001 (Quality).

Accountability

A core principle where the organization remains
responsible for the impacts of its Al systems, even when
outsourcing components to third parties.

Governing Body

A team or board accountable for the organization's
ethical, legal, and performance compliance regarding
Al

Al Objectives

Measurable goals consistent with the Al policy, focused
on specific results such as accuracy or fairness.

Reasonably Foreseeable Misuse

Predictable ways an Al system may be used incorrectly,
which must be evaluated to mitigate risks.

[J . Certification Tip: The SoA is the bridge between risk assessment (Clause 6.1.2) and risk treatment (Clause 6.1.3).
Every control from Annex A must be addressed there — even if excluded, the justification for exclusion must appear

here.



Block 2: Ethics, Transparency, and Oversight

Concepts that ensure trust and explainability of the system.

Explainability

An ethical objective requiring Al to provide
human-understandable explanations for the
factors influencing a result.

Fairness

A design objective to prevent systematic
bias or unfair discrimination generated by
the system against groups or individuals.

Automation Bias

The risk that humans erroneously assume Al
outputs are always correct, leading to a
reduction in critical review.

Impact on Individuals

Assessment of the system’s effects on
fundamental rights, well-being, autonomy,
and privacy.

Shadow Al

Transparency

A principle focused on notifying users when
they interact with an Al and providing details
about its capabilities and limitations.

Significant Human Oversight

A control where a human supervisor verifies
Al outputs and has the actual authority to
override automated decisions.

Reporting of Concerns

A formal, confidential, and non-retaliatory
process for alerting the organization to risks,
technical failures, or ethical issues.

Societal Impact

Large-scale effects of Al deployment,
including environmental sustainability,
employment, and justice.

The corporate risk of employees using unauthorized Al applications, compromising data security

and privacy.

O . Certification Tip: Significant Human Oversight is ineffective if the supervisor lacks the
technical competence to understand the output or the authority to stop the process.



Block 3: Technical Life Cycle
Management

Engineering processes and model optimization.

Machine Learning (ML)

An optimization process where a system
uses data to perform tasks without explicit
human-coded logic.

Inference

The operational phase where a trained
model processes new data to generate a
prediction or decision.

Hyperparameters

External configurations adjusted by humans
before training to optimize performance
(e.g. learning rate).

Validation

Confirmation that the system meets user
needs and its intended application in the
real world.

Anomaly Detection

Al Life Cycle

All stages from concept, design, and data
collection to final decommissioning.

Model Parameters

Internal variables that the system learns
automatically during the training phase.

Verification

Confirmation through objective evidence
that the system meets specified technical
requirements.

Robustness

The ability of an Al system to maintain
predictable and safe performance against
unforeseen data or adverse conditions.

Technical capability to identify patterns that do not conform to the expected behavior of the

system.

O . Certification Tip: Distinguish between Verification (Did we build the system right?) and
Validation (Did we build the right system for the user?). In Al, validation typically requires
testing with data the model never saw during training.



Block 4: Data, Quality, and Data Science

Managing the raw material of artificial intelligence.

Data Resources

Datasets identified and used for training,
validation, testing, and production phases.

Data Provenance (Lineage)

An auditable record of how data was created,
its source, usage rights, and modifications
over time.

Bias
Imbalances or historical errors in data that

the algorithm may learn and subsequently
amplify.

Overfitting

A technical error where a model memorizes
training data but fails to generalize to new
data.

Statistical Representativeness

Data Quality

The degree to which data characteristics
meet requirements for accuracy,
completeness, and representativeness.

Data Preparation

Technical processes prior to training including
cleaning, normalization, imputation, and
labeling.

Synthetic Data

Artificially generated information that mimics
real statistical properties, used for testing
without compromising privacy.

Model Drift [ Data Drift

A phenomenon where system performance
decays in production because real-world
data changes compared to training data.

The degree to which training data accurately reflects the real-world diversity of the operating

environment.

(D . Certification Tip: Data Drift is a unique Al risk that does not exist in traditional software. AIMS
requirements demand continuous monitoring controls to detect when a model needs retraining

before it causes adverse impacts.



Block 5: Risks, Security, and Evaluation

Protection mechanisms and AIMS auditing.

Risk

The effect of uncertainty on
organizational objectives, measured by
consequences and likelihood.

Residual Risk

The level of risk remaining after risk
treatment controls have been
implemented.

Model Evasion

An inference attack where input is
manipulated to cause the model to
generate an incorrect output.

Event Logs

Files that automatically capture system
activity to allow forensic and technical
audits.

Incident Communication

Al Risk Assessment

A systematic process to identify and
assess technical, legal, and ethical risks
specific to Al.

Data Poisoning

An adversarial attack where malicious
data is introduced during training to
corrupt the model.

Technical Documentation

Mandatory records detailing
architecture design, mathematical
assumptions, and model limitations.

Supplier Management

Due diligence to ensure third-party Al or
models align with the organization's
responsible Al approach.

A planned procedure to efficiently notify users and regulators of detected operational,

security, or bias failures.



Internal Audit

A methodical and independent process
to obtain evidence to determine if the

Nonconformity

The documented non-fulfilment of a
requirement established in the AIMS or

AIMS functions as required by ISO 42001. the standard.

Corrective Action Management Review

Action to eliminate the cause of a Periodic evaluation by top management

nonconformity and prevent recurrence. of AIMS metrics and incidents for

strategic improvement.

J . Certification Tip: The Management Review is not a simple status meeting. It is the
process where budget allocation for the next cycle is decided and changes to the
AIMS scope are formally approved based on actual system performance.
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