


 India (DPDPA)

The Digital Personal Data Protection Act (DPDPA) is designed to 
protect personal data and enhance privacy rights, mandating 
businesses to manage data responsibly and securely. 
Implementing DPDPA helps organizations reduce data risks by 
enforcing stricter controls over data collection, processing, 
storage, and sharing. Ardent Privacy offers innovative solutions 
to simplify the complex requirements of DPDPA compliance. 
With automated tools for data discovery and mapping, 
organizations can identify where sensitive personal data resides 
across their systems. Privacy risk assessment features help 
businesses evaluate vulnerabilities and take corrective action, 
while centralized dashboards ensure seamless regulatory 
reporting and real-time monitoring.

Implement DPDP Act and Minimize Data Risks with Automated 

Privacy Solutions

“India’s DPDPA introduces 
penalties of up to ₹250 crore 
for data breaches, marking a 
new era of stringent data 
privacy enforcement.”
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Ardent Privacy helps businesses 
streamline compliance, minimize 
risks, and build a secure, privacy-
conscious ecosystem, fostering trust 
and safeguarding stakeholder 
interests in the digital age. 

Act- Section 8, 10, 11 & 13 | Rules - 6, 7 & 8

Perform Data discovery, Data Mapping and build 
Data Bill of Materials (DBoM), Record of Processing 
activities (RoPA) to understand the data that your 
organization owns of the Data Principal

Discover PII (Personal Data Bill of 
Materials)

Data Discovery and Intelligence 

Perform Data Protection Impact assessment and 
Risk Assessments to identify applications and 
business processes handling PII and to assess 
compliance

Roadmap to DPDPA compliance in 6 steps with TurtleShield

DPDP Timelines

Conduct DPIA and Risk Assessments

Assessment Manager

Act - Section 10 | Rule - 13 Act - 8, 11, 12, 13 & 14 | Rules - 14

> Build secure portal for Data Principal to exercise their 
rights (submit requests such as Right to access, Right 
to Erasure and Right to Correct) and privacy teams to 
manage and fulfill requests
> Enable privacy and data teams to take actions on 
Data Principal Rights using data discovery module

Implement (DPRM)

Data Principal Rights Management

Act - 8 & 12 | Rule - 8

Establish data retention rules & data deletion 
schedules as per rules depending on class of data 
fiduciary (e-commerce, social media and online 
gaming)

Enforce Storage Limitation 
Requirements

Data Minimization  

Automate internal data breach management and internal/
external notification process to respond within stipulated 
timeframes by enabling systems/workflows for 
notification to the affected Data Principals and to the 
Data Protection Board and other authorities to meet 
regulatory requirements without any delay

Implement Data Breach Management 
and Notification

Data Breach Management

Act - 8 | Rule -  7 Act- 4, 5, 6, 8 & 9  | Rules - 3, 10 & 11

> Build a centralised system for collecting, verifying, 
revoking consent, and managing privacy notices and 
preferences
> Enable verifiable parental/guardian consent (for 
children/for persons with disabilities) and integrate your 
consent system with multiple consent managers

Establish Centralised Consent 
Management system

Unified Consent Management

Maintenance of 
consent records for 

7 years by the 
Consent ManagerData deletion by e-commerce entities 

and social media companies with not 
less than 2 cr users in India, or online 
gaming platforms with not less than 

50 lakh registered users within 3 years 
if the Data Principal hasn’t engaged

Notify Data Principals at 
least 48 hours prior data 
erasure giving them time 

to take action

Retain lo gs and personal data for 
one year for detection, investigation, 
remediation of unauthorised access


Retain personal data, associated 
traffic data and logs for one year 

unless required by other law

Granular details to the 
Data Protection Board 

within 72 hours of being 
aware of data breach

Intimate each affected 
Data Principal and Data 
Protection Board of data 

breach without any 
delay

Immediate 1 Year 48 hours 3 Years 7 Years72 hours






