Chalk It Pro PCI Compliance Setup Guide

PCI Compliance

Setup Guide for Chalk It Pro Users

Log in to the PCI portal using credentials from your setup email.

Select Product Code: SAQ A — Pay by Invoice/HPP.

Fill out Merchant Information (business details, payment channels, relationships, processing solution).
Complete the Questionnaire across Sections 2-9 following the guidance in this guide.

Review & Sign after your scan completes — allow up to 5 business days.

Need help? Call PCI Compliance Support: 844-870-2824 | Or click "Contact Us" in the PCI Portal.
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Step 1 — Log In & Get Started

Check your email for your PCI portal credentials. When entering your username and password, do not include
any punctuation — enter only the letters and numbers as shown.

Once logged in, click Get Started to proceed.

Step 2 — Select Product Code

In the upper right corner of your screen, select the Product Code dropdown and choose:

SAQ A - Pay by Invoice/HPP

@ CHALKITPRO Summary Documents  Resources

Merchant Information

Merchant Information 2 2
SAQ A - Pay by Invoice/HPP

Step 3 — Merchant Information

Part 1 — Merchant Information
Review your pre-filled business information for accuracy. No changes are typically needed.

Part 2 — Merchant Business Payment Channels
« Mail Order / Telephone Order (MOTO): Select YES if you ever collect a member's credit card information
over the phone and manually enter it into Chalk It Pro.
* E-Commerce: Select YES.
« Do not modify any other fields. Click SAVE.

Part 2 Merchant Business Payment Channels

Please answer the following questions:
Indicate all payment channels used by the business that are included in this assessment:

Mail order/telephone arder (MOTO)

Do you electronically store or transmit consumer account data? Yes No
E-Commerce
Do you electronically store or transmit consumer account data? Yes No
Card-present
Are any payment channels not included in this assessment? Yes

Part 3 — Relationships
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The majority of Chalk It Pro users will select NO for all questions in this section.

Part 3 Relationships

Please answer the following questions

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors? Yos

Do you work with third-party service providers that could impact the security of your Cardholder Data Environment? Yos

Do you engage with third-party service providers managing system components within your PCI DSS assessment scope? Yoz

Part 4 — Processing Solution
No changes are required here — the defaults are pre-configured correctly.

Part 4 Processing Solution

What sedition da you use 1o process credit cands? Learm Mere SAQ A- Pay by Invoice/HPP

El [ — ® =
= (.
Terminal Maobile Standalone Integrated PIPE SPal
commerce Processing Camputer Hetwark

Does your business use netwark segmentation to alfect the scope of your PCI DSS environment? N

D you stone any sensitive cardholder data electrenically?
[ = ]
ollapse

Moto/E-commerce @ Collaps

Hew do you process payments?
Integrated Payment Java Seript/Direct Post @ Hosted Payment and iFrame Bial Pay
Does your website use sither a redirgction mechanism or an embedded payment form?
@ fes No
98.5% of merchanis are susceptible to script attacks. Do you have in place moenitoring for your payment page seripts to profect against such attacks?

® tes Hao

Deseribee how your site is protected from sonpt attacks. Inclisde detsils such a3 manitaring tooks, security eontrals, of third-party protections in place.

Monitoring alerts for suspicious activity such as card spinning or spikes in declines, thresholds set te lock account if fraudulent thresholds are met.

Please acd your Moto/E-Commerce selution infermatian.

End User License Agreement
Check the box to confirm you have read and agreed to the end-user license agreement, then click Save &
Continue.

| have read and agreed to the end-user license agreement Select Questionnaire Manually Save & Continue

Confirm Eligibility
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A pop-up will appear with eligibility statements. Confirm that all statements are true for your business, then click
Continue.

[ L e e ()
Tarminal Mahils Standalana Intearated PIPF

Confirm your eligibility to take questionnaire A

1. You certify that you have no direct control over the manner in which cardholder data is captured, processed,
transmitted or stored.

1etw 2. You certify that all payment acceptance and processing are entirely outsourced to PCI DSS validated third-
party providers.

3. Youretain only paper reports or receipts with cardholder data, and these documents are not received
electronically.

ere

Yy 4. You confirm that your site is not susceptible to attacks from scripts that could affect your e-commerce
systemis).

nt
t | agree that the statements above are tra
eal
ire s m 52
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Step 4 — Complete the Questionnaire

Click through each section tile and follow the guidance below. All sections must show a Pass status before you

can proceed.
() Merchant Information (%) Questionnaire Selection ( Questionnaire ) Netwaork Scan Review and Sign

Questionnaire A

Please continue through all sections until complete.

SECTION 1 Pass Mot Started Not Started
Apply Secure Configurations to All Protect Stored Account Data Develop and Maintain Secure Systems
System Components and Software

1 Question 2 Questions 2 Questions

Identify Users and Authenticate Access Restrict Physical Access to Cardholder Test Security of Systems and Networks
to System Components Data Regularly
8 Questions 6 Questions 2 Questions

Support Information Security with Network Scan Progress Report and Charts

Organizational Policies and Programs

6 Questions

Section 2 Protect Stored Account Data Answer all questions: In Place

Develop and Maintain Secure Systems

Section 3
I and Software

Answer all questions: In Place

. Identify Users and Authenticate Access to .
Section 4 Answer all questions: In Place
System Components

Restrict Physical Access to Cardholder
Data

Section 5 Answer all questions: Not Applicable + enter text (see below)

Test Security of Systems and Networks

Section 6
Regularly

Answer all questions: In Place

. Support Information Security with .
Section 7 PP o . y Answer all questions: In Place
Organizational Policies

Section 8 Network Scan Follow the Network Scan steps below

Section 9 Progress Report and Charts No action required — reflects scan status
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Section 5 — Special Instructions: In the open text field, enter exactly: "There is no physical access to
card holder data"

© 2026 Chalk It Pro - chalkitpro.com




Chalk It Pro PCI Compliance Setup Guide

Step 5 — Section 8: Network Scan

The Network Scan is the most important step in the process. Follow these instructions carefully.

Add a Scan Target
1. Click Add Scan Target.
2. In the Input box, enter:

app.chalkitpro.com

3. Click Add.

@CHALK ITPRO Summary  Questionnaire  Scans +  Documents  Resources

) Merchantsdermation ) Questsonnaine Selectica Questionnsing MWetwork Sean

Network Scan Summary » Target Management

Scan Target (IP/D

w
the N

IP Address/Domain Name Pool

Returm To Network Scan Summary
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Step 5 (continued) — Confirm & Launch the Scan

4. A confirmation pop-up will appear. Check the box to confirm you have permission to launch scans against the

scan target, then click Continue.

Network Scan Summary

Normal

ASV Compliance Status | notsaned

Scan Targets Scan Target Status Summary
Adid Scan Target
@um.xn-m Summary  Questionnaire  Scans v Documents  Resources
@ @ ) MetworkScan Revbew and Sign
Scan y » Target 2

Scan Target {IP/Domain) can be added by manually typing, copying and pasting, or uploading a CSV/TXT file. Leam More

1 e have detected that you are acorssing cur portal from B address: T5.166.138.36. 1 this ks the 1P » , enter this
My iden e a diferecs i acdess, entee that P addeess when prompeedin the Network Scan section.
Input Impart Froem File IP Address/Domain Name Pool
Provide only scan tarpets that ars runad and feran the haus it haan anned Taroot dedin scope are 0/50

operated by your business, E N
s pobiic P addiei ou Confirmation

include third-party services s
manage the system and are |
security

You must confiem that you are authorized to launch scans against these targets
1P Address/Domain Name/IP Range

1 app.chaliitpro.com
app.chalkitpen.com

B 1 confiem that | have permission to [sunch scans against these scan targets.

Return Ta Network 5
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Step 5 (continued) — Launch the Scan

5. Back on the Network Scan Summary screen, click Launch Scan on the right side. A confirmation window will
appear — click Close.

(%) Merchant information (¥) Questionnaire Selection (=] Questionnaire {5 MNetwork Scan Review and Sign
Network Scan Summary How to achieve ASV Compliance
ASV Compliance Status |weotsumed | SCAN TRING . lo
Normal
To initiate network scan process, you need to have your IP Address/Domain scanned.
Scan Targets © Manage Scan Targets Scan Target Status Summary
Schedule Scan: Create Schedule
1 Confirmation
Total
Scans may take five days or more to process. Please log in once the scan is complete to
continue. .
@ 11Pvd ® 01Pv6
Close
Scan Targets Targets Scan Target Status Summary View History v
Schedule Scan: Create Schedule
0 1 0
0 0 0 0 0
. An ASV Compliance request can be submitted when all scan targets obtain a
L Pass status.
Scan Result by Status
All targets of yo rk scan are shown below with current status.
Filter by Scope
@ In-Scope Qut of Scope All
Filter by Status
Not Started Queued Actively Scanning Compiling Scan Results Fail - Action Needed Action Required Pass Expired
Cancelled
Scan Completed
1P Address Associated Domain Individual Target Status In-Scope Status Duration Date
52.173.28.95 app.chalkitpro.com 4/1/2026 - 4/1/2026
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Step 5 (continued) — Create a Quarterly Scan Schedule

Best Practice: Set up a quarterly schedule now so your scans run automatically — PCI DSS requires a
passing scan every 90 days.

6. Click Create Schedule.

Network Scan Summary How to achieve ASV Compliance

ASV Compliance Status e Comglant

Mormal ¥
According to PCI DSS requirement 11.2, your scan target must have a passing scan every 50 days.
Scan Targets Manage Scan Targets Scan Target Status Summary View History «
Grm‘(iu.c' Scan; Create 5¢ hodulD
0 1 0 0
0 0 0 0 0
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Step 5 (continued) — Scan Scheduler

7. Verify the IP address and domain shown, then click Next.

Scan Scheduler X

I. ult

o Select Target Select Frequency

tal

Please select IP Addresses/Domain Names to schedule scan with plan, as you are only able to have one schedule
scan per time.

Individual Target

IP Address Associated Domain Status E
52.173.28.95 app.chalkitpro.com
IS
Selected count: 1 Cancel im

[4-4

8. Set the Frequency to Quarterly, then click Submit.

tu ) 50
. ScanScheduler x &
@ Select Target o Select Frequency

Please select the frequency setting for the selected target.

(= ,
( Quarterly )

1 ull
ital  Your next 5 scan dates Cancel Next Scan
' 6/20/2026

9/8/2026 E

11/27/2026

1S 2/15/2027
5/6/2027

fSe
BaCk

= ASEIUTEIIONIaS S S ST B R U S S L ——

9. Click Questionnaire in the navigation pane to return to the Section Tiles.

© 2026 Chalk It Pro - chalkitpro.com




Chalk It Pro PCI Compliance Setup Guide

Step 6 — Section 9: Progress Report

No action is required in Section 9. It will automatically reflect your scan status once the scan completes. This may
take a few days to update.

hat Infrmation () Questionsain Seection Quriticnnaine i Wetwork Scan

Questionnaire A

Section 9 Progress Report and Charts

Percent Complete by Milestone Estimated Date Of Completion by Milestone
Export
Estimated Date for
Percet Eompletion of
Mipstane Goals Complete Milestone
1 Install and mairtain metwork security controds 100.00%
2 Apply Secure Coalipue 5824
3 Protect Stored Account Bats S0
] Protect Cardholder Data with Strong Cryplography During Tranamission Over Open, Public Networka A
5 Frosect All Systems and Networis from Malickus Software 100.00%
[ Deveiop unl Mantain Secure Systesd wnd Soltware 100.00%
e L

Step 7 — Complete & Sign

Once your network scan completes, you will receive an email notification to review and sign your completed
guestionnaire. This may take up to 5 business days depending on the speed of the scan.

Non-Compliant? Contact the PCI Compliance Support Team: Phone: 844-870-2824 | Or click "Contact
Us" in the upper right of your PCI Portal.
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Step 7 (continued) — Complete & Sign

1. Once the scan is complete, you will receive an email to Complete & Sign the agreement. When you click the
link, you will need to choose your service provider — find and select Stax Payments Inc.

Part 2B Transaction Processing
How and in what capacity does your business process and/or transmit cardholder data?

Moto/E-commerce

& Edit
Service Provider Service

Not Listed
Stax Payments Inc 1SO - HIGH INTEGRITY RISK, MERCHANT SERVICER - VISA;

Does your business use network segmentation to affect the scope of your PCI DSS environment? No

& Edit

2. Once the provider is chosen and you sign, you will be emailed a confirmation that you are compliant. If you set
up a quarterly schedule, your next scan dates will also be included in the confirmation email.

You're all done! You will receive an email confirmation after each quarterly scan and a yearly reminder
to log in and resubmit your PCI Compliance SAQ. Good news — most of this will already be filled out
since you've completed it once. We can always provide you with this guide should you need it again!

This guide reflects the most common setup process for Chalk It Pro users. Individual circumstances may vary, and some gyms

may need to fill out certain sections differently. We always recommend reading each section thoroughly and reaching out to the
PCI Compliance Support Team at 844-870-2824 if you have any questions.
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